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1. Introduction to light as an electromagnetic wave & polarization
2. Introductory polarization lab
3. Quantum Measurements using polarization
4. Introduction to Quantum Cryptography
5. Quantum Cryptography lab with polarization filters and lasers



Light is an Electromagnetic Wave

¸Amplitude Ą Size of each vibration   

¸Direction Ą Path of each vibration 

¸Length  Ą Separation between vibrations 

Scientists study the properties of  things.

Properties of  waves include:

Amplitude, Direction, Length



Light is an Electromagnetic Wave

¸Amplitude Ą Size of each vibration    Ą Power

¸Direction Ą Path of each vibration   

¸Length  Ą Separation between vibrations 

dim light

small vibrations
Bright Light

LARGE VIBRATIONS
Images courtesy Brian Monacelli



Right Circular Polarization

Light is an Electromagnetic Wave

¸Amplitude Ą Size of each vibration    Ą Power

¸Direction Ą Path of each vibration   Ą Polarization

¸Length  Ą Separation between vibrations

Horizontal Linear Polarization

Left Circular Polarization

Vertical Linear Polarization

Figure courtesy Brian Monacelli



Unpolarized (or Randomly Polarized) Light

Figure courtesy Brian Monacelli



Linear p-polarized Light

Figure courtesy Brian Monacelli



Linear s-polarized Light

Figure courtesy Brian Monacelli



Linear Polarizers

Image courtesy Erin Monacelli

unpolarized light linearly polarized light

Figure courtesy Brian Monacelli

transmission axis



Polarization Analogy

An unpolarized rope waves through a picket fence

On the other side of the picket fence, the ropeõs motion is polarized along the slats

This figure by LASER-TEC is licensed CC BY-NC-SA.

https://laser-tec.org/
https://laser-tec.org/
https://laser-tec.org/
https://creativecommons.org/licenses/by-nc-sa/3.0/
https://creativecommons.org/licenses/by-nc-sa/3.0/
https://creativecommons.org/licenses/by-nc-sa/3.0/
https://creativecommons.org/licenses/by-nc-sa/3.0/
https://creativecommons.org/licenses/by-nc-sa/3.0/


Polarized Sunglasses Block Glare

Polarizers block horizontally s-polarized light, and transmit vertically p-polarized light

without polarized sunglasses

Image courtesy Brian Monacelli

Watch the car windshields and hood



Polarized Sunglasses Block Glare

Light reflecting off  the ground is horizontally s-polarized

with polarized sunglasses

Image courtesy Brian Monacelli

Watch the car windshields and hood



Polarized Sunglasses Block Glare

Polarizers block horizontally s-polarized light, and transmit vertically p-polarized light

without polarized sunglasses

Image courtesy Brian Monacelli

Watch the reflected images of the
 pictures on the wall in the glass tabletop.



Polarized Sunglasses Block Glare

Light reflecting off  the glass is horizontally s-polarized

with polarized sunglasses

Image courtesy Brian Monacelli

Watch the reflected images of the
 pictures on the wall in the glass tabletop.



Polarized Sunglasses Block Glare
ÅTac Visor commercial

https://youtu.be/NCCR2a5Szb8

ÅAnd now for an experiment you can do here.
Åhttps://youtu.be/HoHNI-Sr-t8

https://youtu.be/NCCR2a5Szb8
https://youtu.be/HoHNI-Sr-t8
https://youtu.be/HoHNI-Sr-t8
https://youtu.be/HoHNI-Sr-t8
https://youtu.be/HoHNI-Sr-t8
https://youtu.be/HoHNI-Sr-t8
https://youtu.be/HoHNI-Sr-t8


Polarization Filters ð Hands-on Experiment

Ceiling light ς no P filters Ceiling light ς one P(h) filter

Ceiling light ς one P(v) filter Ceiling light ς both P(h & v) filters Page 1 of 2



Polarization Filters

Ceiling light ς both P(h & v) filters Ceiling light ς both P(h & v) filters

Plus a third P filter at 45 deg !!!
(sandwiched in-between)

How does the filter in between let more light pass through??  
This is the science of light !!!  Polarized light is incorporated into many consumer electronic devices; like your cell phone display and computer monitor.
Look through one, two and three filters at your computer monitor and start rotating them !!!  Very Interesting.

Page 2 of 2



Polarization Filters with a Polarized Laser

Laser with no P filter Laser with P(h) filter Laser with P(h+v) filters



Polarization Filters with a Polarized Laser

Laser with P(h+v) filters Laser with P(h+ v + 45) filters



THETWO 
GOLDENRULES 
OFQUANTUM 
MECHANICS
SESSION #1



LearningObjectives

ÅThe role of probabilities in quantum mechanics
ÅOutcomesare not necessarily definite

ÅThe nature of quantum superposition
ÅSuperposition asa relative concept

ÅMeasurement disturbance
ÅWecanôtmake two incompatible measurementsat once

ÅWe can apply theseideas to build technologies
ÅQuantum cryptography is based onquantum measurement



PrerequisiteKnowledge

ÅLight is a wavewith a polarization
ÅCrossedpolarizers should be familiar

ÅLight is emitted in units called photons
ÅPrevious encounter with the photoelectric effect

ÅThe Cartesian plane and vector components
ÅIf advanced,can be taught using formal linear algebra

ÅOtherwise, perfectly possible to avoid



Opening Question

What is a quantum

measurement?



MutuallyExclusiveStates

A quantum measurement 
distinguishes between two or more 

mutually exclusive states .

Two states are mutually exclusive
if being found in one state means 

it definitely isnôt inthe other.

ClassicalExamples Quantum Examples

e-
The measurement tells us 

which of the two states 
our object wasin.



PolarizationofLight: 
WavePicture

MalusôLaw

The intensity of light that makes it through the 
analyzer dependson the angle between the 

analyzer and thelightôspolarization.

Polarizers



PolarizationofLight: 
PhotonPicture

Two possibilities:
1) The photon passesthrough the analyzer

2) The photon is absorbed

We must consider the probability
of eachevent occurring

Light is made up of photons.
What happens to a 

single photon of light 
at a polarizer?

One
vertically polarized

photon



MalusõLawwith Photons

A horizontally polarized single photon is incident on a polarizer at angleȅ. 

What are the probabilities of it being absorbedor transmitted?

Q = 0Ј 45Ј τυЈ σπЈ 60Ј 90Ј
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Wave picture

Photon picture

Mathematically, no difference betweenwave and photon picture.
But the interpretation differs greatly.



BreakoutSession

1. Which polarization statesare mutually exclusive ?

2. If a photon makesit through a horizontal polarizer, 
what can we conclude about its polarization state 
before and after the polarizer?



PolarizationMeasurements

The polarizer asksthe photons a question, such as:

Are you 
horizontally 
or vertically 
polarized?

Are you
+45Áor -45Á
polarized?

Are you
+30Áor -60Á
polarized?

A pair of mutually exclusivequantum statesis called a measurement basis



Askingquestionswith polarizers

50%

Probability 

Transmitted

50%

Probability 

Absorbed

Intuitively,canthink aboutas 

vectoraddition

If it transmits, 

i t is now 

vertically 

polarized
To solve, we need to describe it 

in the HV basis



PolarizationbeyondMalusõLaw

+45Á

Two crossedpolarizers
No light passesthrough

+45Á

-45Á

90Á

-45Á

Three polarizers
???



PolarizationbeyondMalusõLaw

+45Á

Two crossedpolarizers
No light passesthrough

+45Á

-45Á

90Á

-45Á

Three polarizers
???



SuperpositionandMeasurement

One
+45Á-polarized photon



SuperpositionandMeasurement

Transmits with 
50% probability

If it transmits, 
itôs definitely 
vertical now



SuperpositionandMeasurement Transmits again with 
50% probability

The photon hasa 25% chanceof making it through 

Measurement changesthe state!



The TwoGoldenRules

Wave behaviour Particle behaviour

Rule #1
Superposition

A photon can behave 

as if it is both

ñhereòandñthereò

Rule #2
Measurement uncertainty

When askedwhere it is,

the photon will be found either

ñhereòorñthereò



A.

C.

B.

D.

E.

Horizontal polarization

+45Ádiagonal polarization

Vertical polarization

None are superposition states

All could be superposition states

Which of the following states is 
a superposition state?



TheTwoGoldenRulesof QuantumMechanics

The particle is both 
ñO òAND ñᴻò

at the same time

BUT

When measured in theᴼ/ bᴻasis, 
it will be found as
ñO òOR ñᴻò
randomly

The particle is both 
ñòAND ñò

at the same time

BUT

When measured in the / basis, 
it will be found as
ñòORñò
randomly

Measurement Basis
Defines which ñquestionò 

I ask the particle

Superposition
Always relative to the basis 
in which we are measuring



Summary

ÅSuperposition is a relative concept, depending on the
measurement basis being used

ÅThe act of measurement changesthe state

ÅMost quantum measurementsare incompatible



PolarizationandSpin

The three-polarizer experiment is mathematically equivalent 
to the Stern-Gerlach experiment

Polarized Photons

Spin-Polarized Electrons

Check out the simulation on QuVis! 
www.st-andrews.ac.uk/physics/quvis/
ñMeasurement UncertaintyòDemo

http://www.st-andrews.ac.uk/physics/quvis/
http://www.st-andrews.ac.uk/physics/quvis/
http://www.st-andrews.ac.uk/physics/quvis/


Questio
n 
Break



Break

Time



QUANTUM 
CRYPTOGRAPHY



The Science of Secrets

Cryptography



Keysand Security

Alice and Bob usea secure channelto share
identical copiesof a key

Secure 
channel

Alice Bob



Keysand Security

Secure 
channel

Alice Bob

An eavesdropper
can see the safe,
but canôtopen it
without the key

Public 
channel



SecretCode
Key: ???

Door Lock
Key: ???

Keys

ÅIn real life, the key is information

ÅAlice and Bob havethe information, but the eavesdropperdoesnôt

Safe
Key: The PIN Number

Door Lock
Key: Which pins to press

SecretCode
Key: Translation back to English



TheCaesarCipher

A B C D E F G H I J K L M N O P Q R S T U V W X Y Z

G H I J K L M N O P Q R S T U V W X Y Z A B C D E F

HELLO
Encrypt

NKRRU
Decrypt

HELLO

= 6 letter shift

= NKRRU ciphertext

Big Problem!
If you know one encrypted letter, 
you know the whole message !



TheOne-TimePad(akaVernamcipher)

A different 
Caesar cipher 
for each letter

A B C D E F G H I J K L M N O P Q R S T U V W X Y Z

L M N O P Q R S T U V W X Y Z A B C D E F G H I J K

Q R S T U V W X Y Z A B C D E F G H I J K L M N O P

M N O P Q R S T U V W X Y Z A B C D E F G H I J K L

D E F G H I J K L M N O P Q R S T U V W X Y Z A B C

U V W X Y Z A B C D E F G H I J K L M N O P Q R S T

HELLO
Encrypt

SUXOI
Decrypt

HELLO

= 5 random shifts

= SUXOI ciphertext



TheOne-TimePad

Message 01101000

Key 01001001

Cipher 00100001

Cipher 00100001

Key 01001001

Message 01101000

Encode and decodeby adding mod-2 (XOR)

0 1

0 0 1

1 1 0
Message Bit

Key Bit

Alice and Bob share a long random binary string



TheOne-TimePad

Message 01101000

Key 01001001

Cipher 00100001

Cipher 00100001

Key 01001001

Message 01101000

8-bit key
28 possible keys

Number of possible keys= Number of possible messages

Perfectly secure!
But weôreforgetting somethingé



One-TimePad Big-TimeProblem

Alice Bob

EVE

How do Alice and Bob securelyshare the key 
in the first place?



QuantumKeyDistribution

ÅAlice and Bob generatethe key by sending 
polarization -encodedphotons to eachother



QuantumKeyDistribution

EVE

If the eavesdropperintercepts, 
theyôlldisturb the polarization state

Remember the three 
polarizers?



TheHeartof QKD

The No-Cloning TheoremMeasurement Disturbance

When we measurea quantum state, 
we disturb it



PolarizationQubits

Encode binary ñ0òor ñ1ò asa polarization state, 
with two possible bases

H/V measurement A/D measurement

Hfor sure random

?
?

Vfor sure random

random

?
Dfor sure

?

random Afor sure



Question 
Break



QuantumKeyDistribution(QKD)

ÅQKD usessingle-photon signals to 
establish a secure secret key

ÅEavesdroppersare detecteddue to
measurement disturbance

ÅMany protocols exist, including 
someusing entanglement

ÅThe most well-known is the 
Bennett-Brassard (BB84) protocol CharlesBennett (left), IBM Research 

Giles Brassard (right), Université de Montréal



TheBB84Protocol

AliceôsLab BobôsLab

Step1
Alice chooses

ñ0òorñ1òrandomly

Step2
Alice choosesthe

H/V or 45Јbasisrandomly Step3
Alice encodesthe appropriate qubit 

and sendsit to Bob asa single photon

Step4
Bob randomly chooses 
a measurement basis

Step6
Alice and Bob publicly announcewhich basesthey used, 

keeping their bit valuessecret

ñ0ò

ñ45Јò

Step5
Bob records the result 
of his measurement

ò0ó ò1ó

ñ45Јò

ñ0ò

I used the 45Ј
basis

I used the 45Ј
basis

Step7
Repeatand repeat until a long, random binary string is built

Step8
Estimate the error rate in the string



BB84Example

1. Alice chooses a RANDOM bit

2. Alice chooses a RANDOM basis

3. Alice send the state to Bob

4. Bob measures in a RANDOM basis

5. Bob records the bit

6. Alice and Bob announce the basis

0 1 1 1 0 0 1 0 1

R R R R
0 R 1 1 R 0 1 R R


